
ExchangeDefender IP Restrictions 
The following guide illustrates how to add a new IP address range to your IP restrictions configuration. 

Please note that IP address restrictions are not required for ExchangeDefender, but they are highly 

recommended. If you’re enforcing IP restrictions you must add the following range by March 29th, 2010: 

206.125.40.0/24 

Exchange 2003 

1. Open Exchange System Manager 

2. Expand Servers, servername, Protocols, SMTP 

3. Go to properties on Default SMTP Virtual Server 

4. Go to the Access Tab and then click connections 

 

5. Click Add on the IP restrictions and select Group of computers. The subnet address is 

206.125.40.0/24 



 
Confirm that you still have at least 65.99.255.0/255.255.255.0 and 64.182.140.0/255.255.255.0 

present. Do not remove any IP ranges. 

Exchange 2007 
1. Open Exchange Management Console 

2. Expand Server Configuration and select Hub Transport 

 

3. On Exchange 2007 select Default servername receive connector and go to properties 

a. On SBS, the connector may be called SBS servername Internet 

4. Navigate to the Network tab  and click add on Receive Mail from remote servers that have this 

IP address and set the IP as 206.125.40.0/24 



 

 

Confirm that you still have at least 65.99.255.0/255.255.255.0 and 64.182.140.0/255.255.255.0 

present. Do not remove any IP ranges. 

 

Support 
If you have any technical questions concerning this migration please open a support request at 

https://support.ownwebnow.com. We have also established an IP restriction hotline at (877) 546-0316 

x800 and you can also email your questions to admin@exchangedefender.com 

 

Please stay tuned to our blog at http://www.ownwebnow.com/blog for more details. 
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